
Connecting	DDoS	protection:	
things	to	consider
Ramil Khantimirov,	Ph.D.
CEO	StormWall









acmecorp.com



How	website	protection	is	connected?













Tips:	protecting	website	from	DDoS

• New	IP	address,	access	only	from	DDoS	protection	IP

• Change	hosting	(if	possible)

• Separate	SMTP server
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How	network	protection	is	connected?



How	traceroute	works?



# mtr --report-cycles=10 --report 4.4.4.4
Start: Fri Jun  2 12:53:24 2017
HOST: MacBook-Pro.local           Loss%   Snt   Last   Avg  Best  Wrst StDev
  1.|-- 14.12.24.1              0.0%    10   47.5  47.6  47.0  49.5   0.6
  2.|-- 100.7.1.1                  0.0%    10   47.3  47.6  47.1  48.8   0.0
  3.|-- 14.12.24.147           10.0%    10  513.5 506.7 477.5 561.6  23.7
  4.|-- 195.229.69.201             0.0%    10   85.4  84.7  84.1  86.7   0.7
5.|-- if-ae-14-3.tcore2.fnm-fra 10.0%    10  101.4 106.0 101.4 120.8   7.3

  6.|-- anti-ddos-service          0.0%    10  101.3 101.9 101.1 104.6   0.9
  7.|-- 3.3.3.3                  0.0%    10  147.0 147.9 146.1 151.0   1.2
  8.|-- 4.4.4.4    0.0%    10  148.2 148.1 146.1 151.0   1.3



# mtr --report-cycles=10 --report 4.4.4.4
Start: Fri Jun  2 12:53:24 2017
HOST: MacBook-Pro.local           Loss%   Snt   Last   Avg  Best  Wrst StDev
  1.|-- 14.12.24.1              0.0%    10   47.5  47.6  47.0  49.5   0.6
  2.|-- 100.7.1.1                  0.0%    10   47.3  47.6  47.1  48.8   0.0
  3.|-- 14.12.24.147           10.0%    10  513.5 506.7 477.5 561.6  23.7
  4.|-- 195.229.69.201             0.0%    10   85.4  84.7  84.1  86.7   0.7
5.|-- if-ae-14-3.tcore2.fnm-fra 10.0%    10  101.4 106.0 101.4 120.8   7.3

  6.|-- anti-ddos-service          0.0%    10  101.3 101.9 101.1 104.6   0.9
  7.|-- 3.3.3.3                 81.2%    10  764.0 654.9 146.1 932.0   530
  8.|-- 4.4.4.4                   100.0    10    0.0   0.0   0.0   0.0   0.0



How	to	hide	IP	address	from	traceroute?

1.	You	have	a	switch

ICMP	drop:
- ttl expired
- port	unreachable
- echo	reply

2.	You	don’t	have	a	switch

2.1.	Same	as	p.1	(good)

2.2.	TTL+1

2.3.	Drop	all	packets	with	TTL	<=1

2.4. Drop	ICMP	+	UDP	ports	33434	
to	33534	(bad	idea!)





Tips:	protecting	a	network	from	DDoS
• Hide	peering	IPs from	traceroute

• Protect	peering	IPs

• Consider	scanning	from	inside	the	network

• Choose	DDoS	protection	with	24/7 support

• NAT	or	proxy	– many IPs!

• Tell	the	protection	company	more	details	about	the	infrastructure



How	the	story	ends?



Thank	you	for	attention!
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